
BUSINESS ASSOCIATE AGREEMENT

THIS BUSINESS ASSOCIATE AGREEMENT (the “BAA”) is entered into as of the date of execution of the Agreement
to which this BAA is Appendix A (the “Effective Date”) by and between that Agreement’s Client (“Covered Entity”) and
Teleray(“Business Associate”).

BACKGROUND STATEMENTS

1. Covered Entity and Business Associate are parties to the Agreement to which this BAA is attached as
Appendix A. In connection with Business Associate’s performance of its duties and obligations under the
Agreement, Business Associate may have access to certain Protected Health Information (“PHI”) (as further
defined below).

1. This BAA is to made to implement the applicable requirements of the Health Insurance Portability and
Accountability Act of 1996 (“HIPAA”), the Health Information Technology for Economical and Clinical Health
Act (“HITECH Act”), and the regulations implementing HIPAA and the HITECH Act, including 45 Code of
Federal Regulations (“CFR”) Part 160 and Part 164, Subpart E (the “Privacy Rule”), 45 CFR Part 160 and
Part 164, Subpart C (the “Security Rule”) and 45 CFR Part 160 and Part 164, Subpart D (the “Breach Rule”),
collectively referred to herein as the “HIPAA Rules,” all as amended from time to time. The purpose of this
BAA is to govern Business Associate’s obligations regarding the use and disclosure of PHI that Business
Associate receives from, or creates, maintains or transmits on behalf of Covered Entity.

1. If the Business Associate is a financial institution or a creditor that has access to patient account information
and is subject to administrative enforcement, this BAA also is made to implement the FTC Red Flags
Regulations (see 16 CFR § 681) to ensure that Business Associate is conducting its activities in accordance
with reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft.
Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides PHI,
agrees in writing to the same restrictions and conditions that apply through this BAA to Business Associate
with respect to such PHI.

IN CONSIDERATION OF THE FOREGOING, and of the desire of each party to provide or receive services under the
Agreement, the parties hereto agree as follows:

BAA

Definitions.



1. “Protected Health Information” (“PHI”) shall have the same meaning as such term as defined in 45 CFR
§160.103, except that that PHI subject to this BAA is limited to that PHI that Business Associate receives,
creates, maintains or transmits on behalf of Covered Entity.

1. “Covered Entity Data” includes any data or information that is provided to Business Associate by the
Covered Entity (and such data or information in aggregated form or its meta data) or generated expressly for
Covered Entity during the use of the Product.

1. All capitalized terms used in this BAA and not defined herein shall have the same meaning as those terms
as used or defined in the HIPAA Rules.

1. Right and Title to PHI.  Business Associate acknowledges that all right, title and interest in and to any PHI
vests solely and exclusively with Covered Entity or the Individual to whom such PHI relates.

1. Obligations of Business Associate with Respect to the Use and Disclosure of Protected Health Information.

1. Business Associate agrees to comply with the HIPAA Rules that apply to business associates as set forth in
the HIPAA Rules.  To the extent Business Associate will perform Covered Entity’s obligations under the
HIPAA Rules, Business Associate must comply with the requirements applicable to Covered Entity.

1. Business Associate shall not Use or Disclose PHI except as permitted or required by this BAA or as
Required By Law.  Subject to the limitations set forth in this BAA, Business Associate may Use and Disclose
PHI as necessary to fulfill its duties and obligations in the Agreement.

1. Except as set forth herein, Business Associate may not Use or Disclose PHI in a manner that would violate
the HIPAA Rules if done so by Covered Entity.  Subject to the limitations set forth in this BAA, Business
Associate may Use PHI as necessary for its proper management and administration or to carry out its legal
responsibilities, and may Disclose PHI for such purposes provided that: (i) any such Disclosure is Required
By Law; or (ii) Business Associate obtains a written agreement from the person to whom the PHI is
Disclosed (the “Recipient”) to assure that Recipient will hold the PHI confidentially and will use or further
Disclose the PHI only as Required By Law or for the purpose for which it was Disclosed to the Recipient ,
and that the Recipient agrees to immediately notify Business Associate of any Use or Disclosure of the PHI
in violation of that agreement.  Business Associate shall notify Covered Entity of Recipient’s Use or
Disclosure of PHI in accordance with Section 5.

1. Business Associate may not de-identify PHI or Covered Entity Data except as necessary to perform its
duties and obligations as described in the Agreement. Business Associate is prohibited from Using or
Disclosing such de-identified information for its own purposes without the prior written permission of
Covered Entity.



1. Covered Entity and Business Associate agree to execute amendment(s) to this BAA if there are any
applicable changes in, or restrictions to, the permitted Use or Disclosure of PHI.

1. Business Associate agrees that, to the extent it requests PHI from Covered Entity, or to the extent that
Business Associate Uses PHI or Discloses PHI to its affiliates, subsidiaries, agents and subcontractors or
other third parties, to limit such request, Use or Disclosure to a Limited Data Set or, if that is not practicable,
to the minimum amount of PHI that is necessary to perform or fulfill a specific function required or permitted
herein.

1. Business Associate shall not, directly or indirectly, receive remuneration in exchange for or otherwise sell an
Individual’s PHI unless Covered Entity has obtained an authorization from such Individual that complies with
the requirements set forth in 45 CFR § 164.508(a)(4) and Covered Entity permits Business Associate to do
so in writing.

1. If Business Associate maintains PHI in a Designated Record Set, within ten (10) calendar days of receipt of
a request from Covered Entity, Business Associate shall provide to Covered Entity or, at Covered Entity’s
direction to an Individual, PHI relating to that Individual held by Business Associate or its agents or
subcontractors in a Designated Record Set, in accordance with 45 CFR §164.524.  In the event an
Individual requests access to his or her PHI directly from Business Associate, Business Associate shall,
within five (5) business days of receipt of such request, forward the request to Covered Entity unless the
HIPAA Rules require Business Associate to receive and respond to such requests directly, in which case,
Business Associate shall respond directly as required by and in accordance with 45 CFR §164.524, and
shall send a copy of such response to Covered Entity.

1. If Business Associate maintains PHI in a Designated Record Set, within ten (10) calendar days of receipt of
a request from Covered Entity, Business Associate agrees to make any requested amendment(s) to PHI
held by it or any agent or subcontractor of Business Associate in a Designated Record Set in accordance
with 45 CFR §164.526.  In the event an Individual requests an amendment to his or her PHI directly from
Business Associate, Business Associate shall within five (5) business days of receipt of such request,
forward such request to Covered Entity.

1. If Business Associate maintains PHI in a Designated Record Set, within ten (10) calendar days of receipt of
a request from Covered Entity, Business Associate shall make available to Covered Entity, or, at Covered
Entity’s direction to an Individual, such information required to be included in an accounting in 45
C.F.R.§164.528. In the event an Individual requests an accounting of his or her PHI directly from Business
Associate, Business Associate shall, within five (5) business days of receipt of such request, forward the
request to Covered Entity.

1. In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any subcontractors
of the Business Associate that create, receive, maintain, or transmit protected health information on behalf



of the Business Associate agree to the same restrictions, conditions, and requirements that apply to the
Business Associate with respect to such information.

1. Safeguards for the Protection of Protected Health Information.

1. Business Associate and any subcontractors of the Business Associate shall maintain, and by this BAA
warrants that it has implemented, such appropriate safeguards necessary to ensure that PHI is not Used or
Disclosed by Business Associate except as provided in this BAA or Required by Law.

1. Business Associate and any subcontractors of the Business Associate shall maintain, and by this BAA
warrants that it has implemented, such appropriate administrative, physical, and technical safeguards,
including the use of secure coding practices,  as required by the HIPAA Rules, necessary to ensure the
protection, confidentiality, integrity, and availability of the PHI it receives, creates, maintains or transmits on
behalf of Covered Entity.

1. Business Associate and any subcontractors of the Business Associate will continue to use appropriate
safeguards and comply with Subpart C of 45 CFR Part 164 with respect to electronic protected health
information to prevent use or disclosure of the protected health information for as long as the Business
Associate and any subcontractors of the Business Associate retains the protected health information.

1. Business Associate and any subcontractors of the Business Associate shall train Workforce members
regarding their responsibilities under HIPAA, including the responsibilities to safeguard PHI and the
consequences for failing to do so.

1. Business Associate may not maintain PHI on a portable electronic device, or transmit PHI over the Internet
or any other unsecure or open communication channel, unless the PHI is encrypted in accordance with
guidance issued by the Secretary of Health and Human Services under section 13404(h)(2) of Public Law
111-5.

1. Business Associate acknowledges that Covered Entity is the sole owner of Covered Entity Data.  Business
Associate represents and warrants that, during the term of the Agreement, any Covered Entity Data will be
available to the Covered Entity either through the program without charge to the Covered Entity at any time,
or, if special access is needed, a separate agreement or order form will be executed at a mutually agreed
rate.  Business Associate will use commercially reasonable efforts to maintain and back up Covered Entity
Data that are designed to mitigate any disruption in software or services or loss of Covered Entity Data.



1. Unauthorized Uses and Disclosures and Security Incidents.

1. Business Associate shall, within five (5) business days, report any Successful Unauthorized Use or
Disclosure of PHI of which Business Associate becomes aware that is not permitted under this BAA.

1. To the extent that Business Associate creates, receives, maintains or transmits Electronic PHI, Business
Associate shall report to Covered Entity any Successful Security Incident, without unreasonable delay and in
no event later than five (5) business days after Business Associate or any of its employees, agents, or
subcontractors learns of the Successful Security Incident. Business Associate and Covered Entity
acknowledge the ongoing existence and occurrence of attempted but unsuccessful Security Incidents that
are trivial in nature, such as pings and port scans, and Covered Entity acknowledges and agrees that no
additional notification to Covered Entity of such unsuccessful Security Incidents is required.  However, to the
extent that Business Associate becomes aware of an unusually high number of such unsuccessful Security
Incidents due to the repeated acts of a single party, Business Associate shall notify Covered Entity of these
attempts and provide the name, if available, of said party. At the request of Covered Entity, Business
Associate shall identify the date of the Security Incident, the scope of the Security Incident, Business
Associate’s response to the Security Incident, and the identification of the party responsible for causing the
Security Incident, if known.

1. Business Associate shall maintain systems to monitor and detect a Breach of Unsecured PHI. Following
Business Associate’s discovery of a Breach of Unsecured PHI, Business Associate shall notify Covered
Entity of the Breach without unreasonable delay and in no event later than five (5) business days after
Business Associate, or any of its employees, agents, or subcontractors learns of the Breach. The notice
shall include the identification of each Individual whose Unsecured PHI was, or is reasonably believed to
have been, accessed, acquired, used or disclosed as a result of the Breach and any other information
known to Business Associate, including but not limited to, the circumstances surrounding the Breach, and all
other information which is required to be included in the notification of the Breach provided to the Individual
in accordance with 45 CFR §164.404(c).  Following the notice, Business Associate shall conduct such
further investigation and analysis as is reasonably required, and shall promptly advise Covered Entity of
additional information pertinent to the Breach which Business Associate obtains as a result of its
investigation. Covered Entity is responsible for determining whether notice will be provided to Individuals,
the Department of Health and Human Services, and the media, as applicable.  Notwithstanding the
foregoing, if Business Associate (or one of its subcontractors, vendors or agents) is responsible for a Breach
of Unsecured PHI, Covered Entity may, at its option, require Business Associate to provide any of the
notifications required by 45 C.F.R. § 164.404 at Business Associate’s expense.

1. Subject to the  Business Associate’s cyber insurance policy limits (“Limitations”), Business Associate will
reimburse Covered Entity for any reasonable expenses Covered Entity incurs in notifying Individuals of a
Breach caused by Business Associate or Business Associate’s employees, subcontractors, vendors or
agents, or any person or entity under Business Associate’s control, and for reasonable expenses Covered
Entity incurs in mitigating harm to those Individuals. In accordance with Section 10 below and subject to the
Limitations, Business Associate shall indemnify and defend Covered Entity against all claims and actual
costs associated with such Breach, including actual and reasonable costs of notification, which are the result



of the actions of the Business Associate or its employees, subcontractors, vendors or agents, or any person
or entity under Business Associate’s control.

1. Business Associate will mitigate, to the maximum extent practicable, any deleterious effect from its or its
employees’, subcontractors’, vendors’ or agents’ Use or Disclosure of PHI in a manner that violates this
BAA.

1. Audits and Inspection.

1. Business Associate agrees to make its internal practices, books and records relating to the use and
disclosure of PHI available to the Secretary of the United States Department of Health and Human Services
(the “Secretary”) or her/his designees or other government authorities in a time and manner designated by
the Secretary or such governmental authorities, for the purposes of determining compliance with the
provisions of this BAA and the HIPAA Rules.

1. Business Associate will make its relevant servers, processors, controls and records available for
audit/inspection by Covered Entity during normal business hours.  Each party will bear its own expenses for
such an audit.   If the audit demonstrates that Business Associate is not in compliance with this BAA,
Business Associate will immediately submit a plan of action to remediate the non-compliance at its own cost
within fifteen (15) days.

1. Term and Termination.

1. Term. The term of this BAA shall commence on the Effective Date and shall terminate concurrently with the
Agreement or earlier as provided below.

1. Termination for Cause. Upon either party’s knowledge of a material breach of this BAA by the other party the
party not in breach shall send written notice describing the breach to the party in breach.

1. The notice shall provide an opportunity for the party in breach to cure the breach or end the violation within
fifteen (15) business days after receipt of written notice; provided, however, the party not in breach may
terminate this BAA if the party in breach  does not cure the breach or end the violation within the time
specified; or

1. Immediately terminate this BAA if the party in breach has breached a material term of this BAA and cure is
not possible.



Business Associate shall ensure that it maintains the termination rights in this Section in any agreement it enters into
with a subcontractor.

1. Effect of Termination.

1. Except as provided in paragraph (ii) of this Subsection (c), upon termination of this BAA, for any reason,
Business Associate shall return or destroy all PHI. This provision shall apply to PHI that is in the possession
of subcontractors or agents of Business Associate. Business Associate shall not retain copies of PHI.

1. In the event that Business Associate determines that returning or destroying the PHI is not feasible,
Business Associate shall provide to Covered Entity notification of the conditions that make the return or
destruction not feasible and the measures that Business Associate will take for assuring the continued
confidentiality and security of the PHI.  Covered Entity promptly will notify Business Associate of whether it
agrees that the return or destruction of PHI is infeasible. If Covered Entity agrees that return or destruction
of PHI is infeasible, Business Associate may keep the PHI but will extend all protections, limitations and
restrictions of this BAA to Business Associate’s Use or Disclosure of PHI retained after termination of this
BAA and will limit further Uses or Disclosures to those purposes that make the return or destruction of the
PHI infeasible.  Business Associate will also ensure that any such extended protections, limitations and
restrictions apply to its subcontractors for whom return or destruction of PHI is determined by Covered Entity
to be infeasible.  If Covered Entity does not agree that the return or destruction of PHI from Business
Associate or its subcontractors is infeasible, Covered Entity will provide Business Associate with written
notice of its decision, and Business Associate and its Subcontractors will proceed with the return or
destruction of the PHI pursuant to the terms of this Section within 30 days of the date of Covered Entity’s
notice.

1. Disclaimer.  COVERED ENTITY MAKES NO WARRANTY OR REPRESENTATION THAT COMPLIANCE
BY BUSINESS ASSOCIATE WITH THIS BAA OR THE HIPAA RULES WILL BE ADEQUATE OR
SATISFACTORY FOR BUSINESS ASSOCIATE’S OWN PURPOSES. COVERED ENTITY MAKES NO
WARRANTY OR REPRESENTATION THAT ANY INFORMATION IN BUSINESS ASSOCIATE’S
POSSESSION OR CONTROL, OR TRANSMITTED OR RECEIVED BY BUSINESS ASSOCIATE, IS OR
WILL BE SECURE FROM UNAUTHORIZED USE OR DISCLOSURE. NOR SHALL COVERED ENTITY BE
LIABLE TO BUSINESS ASSOCIATE FOR ANY CLAIM, LOSS OR DAMAGE RELATED TO THE
UNAUTHORIZED USE OR DISCLOSURE OF ANY INFORMATION RECEIVED BY BUSINESS
ASSOCIATE FROM COVERED ENTITY. BUSINESS ASSOCIATE IS SOLELY RESPONSIBLE FOR ALL
DECISIONS MADE BY BUSINESS ASSOCIATE REGARDING THE SAFEGUARDING OF PROTECTED
HEALTH INFORMATION.

1. Indemnification. Notwithstanding any agreement by the parties to the contrary and subject to the Limitations,
Business Associate shall indemnify and hold harmless Covered Entity and its directors, officers, affiliates,
agents, volunteers, trustees or employees from and against any  claim, cause of action, liability, damage,
cost or expense, including reasonable attorney’s fees and court or proceeding costs, arising out of or in
connection with Business Associate’s material breach of its obligations under this BAA, as well as the



actions of its employees, subcontractors, vendors or agents, or any person or entity under the Business
Associate’s control.  The Business Associate’s obligation to indemnify Covered Entity will survive expiration
or termination of this BAA.   Covered Entity may, at its option, conduct its defense or settlement of any such
action arising as described herein, and Business Associate shall cooperate with such defense and
settlement.

1. Notice.  Any notice, report or other communication required under this BAA shall be in writing and shall be
delivered personally, sent by facsimile transmission, or sent by U.S. mail, addressed as follows:

If to Covered Entity: The Name and Address stated at the head of the Agreement if none other stated and/or the
email address associated with the account registration

Attn: The representative executing the Agreement if none other stated.

If to Business Associate: Teleray

100 Congress Avenue  Suite 2000  Austin, TX, 78701 United States

Attn: Timothy Kelley CEO

The parties shall hereafter notify each other in accordance herewith of any change of address to which notice is
required to be sent.

1. Miscellaneous.



1. Regulatory References.  A reference in this BAA to a section in the HIPAA Rules means the section as in
effect, as amended from time to time.

1. Independent Contractors.  In the performance of the work, duties and obligations described in this BAA or
under the Agreement, the parties acknowledge and agree that each party is at all times acting and
performing as an independent contractor and at no time shall the relationship between the parties be
construed as a partnership, joint venture, employment, principal/agent relationship, or master/servant
relationship.

1. No Third Party Beneficiaries: Nothing in this BAA will confer upon any person other than the parties and their
respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever.

1. Amendment.  No change, amendment, or modification of this BAA shall be valid unless set forth in writing
and agreed to by both parties.  Notwithstanding the foregoing, the parties acknowledge that state and
federal laws relating to electronic data security and privacy are rapidly evolving and that amendment of this
BAA may be required to ensure compliance with such developments.  The parties specifically agree to take
such action as may be necessary from time to time for the parties to comply with the applicable
requirements of HIPAA, HITECH, and the HIPAA Rules, all as amended from time to time.  Covered Entity
shall provide written notice to Business Associate to the extent that any new regulation or amendment to any
existing regulation promulgated by the Secretary requires an amendment to this BAA to comply with such
regulations.  In such event, the parties agree to negotiate an amendment to this BAA in good faith; provided,
however, either party may terminate this BAA upon ninety (90) days prior written notice to the other party if
the parties are unable to reach an agreement.

1. Governing Law.  The rights, duties and obligations of the parties to this BAA and the validity, interpretation,
performance and legal effect of this BAA shall be governed and determined by applicable federal law with
respect to the Privacy Rule and the Security Rule and otherwise by the laws of the State of Illinois.

1. Counterparts.  This BAA may be executed in one or more original counterparts and will become operative
when each party has executed and delivered at least one counterpart.  Each original counterpart will be
deemed to be an original for all purposes, and all counterparts will together constitute one instrument.

1. Signatures.  This BAA may be signed electronically and delivered by email, facsimile or similar transmission,
and an email, facsimile or similar transmission evidencing execution, including PDF copies of executed
counterparts, will be effective as a valid and binding agreement between the Parties for all purposes.

1. Effect on Agreement.  Except as specifically required to implement the purposes of this BAA, or to the extent
inconsistent with this BAA, all other terms of the Agreement shall remain in force and effect.



1. Construction.  This BAA shall be construed as broadly as necessary to implement and comply with the
applicable HIPAA, HITECH and the HIPAA Rules.  The parties agree that any ambiguity in this BAA shall be
resolved in favor of a meaning that complies with and is consistent with HIPAA, HITECH and the HIPAA
Rules.

IN WITNESS THEREOF, each party has caused this BAA to be executed by its duly authorized representative.

1. ELECTRONIC EXECUTION PERMITTED: Parties agree that by representative of Covered Entity checking
the TeleRay Terms of Service box during registration, Covered Entity and Business Associate execute this
BA rights in this Section in any agreement it enters into with a subcontractor.


